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Privacy Policy
Introduction
Lindfield Family Medicine treats all patient information as strictly confidential. We are committed to collecting, storing, using, and disclosing personal and health information responsibly and in full compliance with the Privacy Act 1988 (Cth), the Australian Privacy Principles, and the Health Records and Information Privacy Act 2002 (NSW).
This Privacy Policy explains how your personal information (including your sensitive information, such as your health information) is collected, used and stored within our practice, and the circumstances in which we may share it with third parties.
A central electronic patient health record is created and maintained for all patients registering with the practice. This record may include contact and demographic information, medical history, notes on treatment, observations, correspondence, investigations, test results, photographs, prescription records, medication charts, insurance information, and legal and occupational health and safety reports. This is referred to as the Patient Health Record.
All staff are required to sign a confidentiality agreement as a condition of engagement and must undertake regular privacy and confidentiality training to ensure ongoing compliance with this policy.
Why and how your consent is necessary
When you register as a patient of a doctor who consults from our practice, you provide consent for us (including our employees, agents, contractors and other representatives) to access and use your personal information so the general practitioners operating from our practice can provide you with the best possible healthcare. Only people who need to see your personal information will have access to it.
Depending on the service involved, our employees, agents, contractors and other representatives may include:
1. contracted general practitioners, and locum GPs and nurses, providing clinical services at our practice
1. our clinical information system provider (Bp Premier)
1. our online booking service provider – AutoMed Systems (AMS Systems). AutoMed fully owns and controls its mail servers which are hosted in Australia and complies with Australian Privacy and Health Records legislation. 
1. our secure messaging provider (HealthLink), used to send and receive referrals, results and reports
1. pathology and diagnostic imaging providers we refer to (such as Laverty Pathology and Douglas Hanly Moir)
1. our clinical data extraction tool used for quality improvement and accreditation reporting (PenCS/POLAR), which processes de-identified or aggregated data wherever practicable
1. our clinical documentation assistant (Lyrebird Scribe), used to support consultation note-taking
1. IT support and software/hardware maintenance providers
1. bookkeeping, accounting and billing service providers
1. cleaning and document destruction contractors
This list may change from time to time as our practice's arrangements change. The current list is available on request from the Practice Manager. All of the above are required to keep your information confidential and to comply with the Australian Privacy Principles (APPs) and this policy.
We will always seek your informed and/or written consent for:
1. Clinical procedures and medical treatments (written consent)
1. Real-time audio/visual recordings for the hosting of telephone or video consultations, and the recording and storing of consultation notes on your patient record (informed verbal consent)
1. SMS appointment reminders
1. Health reminders and preventive health activities
Forms of Patient Consent (per the NSW Information and Privacy Commission and RACGP) 
· To provide informed consent, patients must have:
· Sufficient information about their own healthcare
· The ability to make appropriate decisions.
· Verbal or written consent might be:
· Express: when a patient signs or clearly expresses their agreement
· Inferred (or ‘Implied’): where the circumstances imply the patient has consented.
Why we collect, use, hold and share your personal information
Our practice needs to collect your personal information to facilitate the provision of healthcare services to you by the independent medical practitioners operating from our practice. Our main purpose for collecting, using, holding and sharing your personal information is to facilitate the management of your health by those practitioners. We also use it for directly related business activities, such as financial claims and payments, practice audits and accreditation, and business processes such as staff training.
Personal information we collect
The information we collect about you may include:
1. names, date of birth, addresses and contact details, including emergency contact and next of kin
1. demographic information, including gender, cultural background and religious beliefs
1. medical information including medical history, medications, allergies, adverse events, immunisations, social history, family history and risk factors
1. Medicare number (where available), for identification and claiming purposes
1. healthcare identifiers
1. payment and/or financial information
1. concession card details
1. health fund details
Dealing with us anonymously
1. You have the right to deal with us anonymously or under a pseudonym unless it is impracticable for us to do so, or unless we are required or authorised by law to only deal with identified individuals.
1. Please note that Medicare rebates are only available where a Medicare card (and/or associated information) is provided. If you choose to deal with us anonymously or under a pseudonym, your doctor may require you to pay for your consultation in full without a rebate.
How we collect your personal information
Our practice may collect your personal information in several ways:
1. You may provide us with your personal information directly — for example, when you make an appointment, our practice staff will collect your personal and demographic information as part of registration.
1. The medical practitioners providing medical services may also collect further personal information from you, which may be disclosed to us. Information can also be collected through My Health Record, for example via a Shared Health Summary, Event Summary, or a Discharge Summary provided by a hospital or other healthcare service provider.
1. We may also collect your personal information when you contact us via our website, email, SMS, telephone, online booking, or social media.
1. In some circumstances, personal information may be collected from other sources where it is not practical or reasonable to collect it from you directly — for example, from your guardian or responsible person, or from other involved healthcare providers such as specialists, allied health professionals, hospitals, community health services, and pathology or diagnostic imaging services, or from your health fund, Medicare, or the Department of Veterans’ Affairs (as necessary).
If a clinician considers it in your best interest to discuss your clinical information with you, we will arrange for this to occur in person, by telephone, or by videoconference.
When, why and with whom we use and share your personal information
We collect, use and disclose your personal information to facilitate the provision of medical services to you by the independent medical practitioners operating from our practice. We may also share your personal information:
1. with other healthcare providers
1. when it is required or authorised by law (for example, court subpoenas, or a mandatory notification to a regulatory body)
1. when necessary to lessen or prevent a serious threat to a patient’s life, health or safety, or to public health or safety, or where it is otherwise impractical to obtain your consent
1. to assist in locating a missing person
1. to establish, exercise or defend a legal claim
1. for the purposes of confidential dispute resolution processes
1. during the course of providing nursing support services
1. for the purposes of uploading information to your My Health Record, such as through a shared health summary or event summary
1. with third parties who work with our practice for business purposes, such as accreditation agencies or information technology providers — these third parties are required to comply with the Australian Privacy Principles (APPs) and this policy
How we send personal information to other healthcare providers
1. We will always use encrypted, secure messaging services to send and receive your personal health information.
1. We will always seek your verbal consent, in addition to any written consent, when responding to requests to disclose your personal information to third parties — for example, for insurance applications or workers compensation claims.
1. Where document automation technology is used to auto-fill personal information — for example, for electronic prescriptions or specialist referrals — only personal and clinical information essential to that referral or prescription will be included.
1. Only people who need to access your information will be able to do so. Other than in the course of facilitating the provision of medical services, or as otherwise described in this policy, our practice will not share your personal information with any third party without your consent.
1. We will not share your personal information with anyone outside Australia — unless permitted by law in exceptional circumstances — without your consent.
1. Our practice will not use your personal information to market our goods or services directly to you without your express consent. If you do consent, you may opt out of direct marketing at any time by notifying our practice in writing.
Automated decision-making
From 10 December 2026, the Privacy Act 1988 (Cth) requires organisations to disclose in their privacy policy where they use a computer program to make, or to substantially and directly assist in making, a decision that could reasonably be expected to significantly affect an individual’s rights or interests, using that individual’s personal information.
Lindfield Family Medicine does not use automated decision-making of this kind in relation to patient care or patient records. Where our practice adopts any system that would fall within this description, this policy will be updated to explain the kind of decisions affected, the personal information used in that process, and the type of automated system involved, in accordance with the Privacy Act.
How we store and protect your information
Your personal information may be stored at our practice in various forms.
1. Our practice stores information electronically (including via cloud-based services), visually (including photos), and in archived paper records. All electronic systems and backups are maintained to the highest standards of privacy and security.
1. Our practice stores all personal information securely, using passwords, encrypted backups, staff confidentiality agreements, and secure cabinets.
1. Records are retained until the later of seven (7) years from your last contact with the practice, or until you reach the age of twenty-five (25), per the NSW Health Records and Information Privacy Act 2002 (HRIP Act). 
1. We take steps to destroy or de-identify information that we no longer require.
1. Our server security policy is designed to protect our servers from unauthorised access, data breaches and other security threats, including antivirus software installed and updated regularly; firewalls configured to block unauthorised traffic; servers placed on their own subnet; access restricted to authorised users; physical access to servers limited to a secure room; regular security patching; and backups created hourly onsite, with daily offsite backups.
How you can access and correct your personal information
1. You have the right to request access to, and correction of, your personal information.
1. You can request access to your medical records by email (practicemanager@lfmedicine.com.au) or telephone. We will acknowledge your request within three (3) business days. We can post the requested information to your postal address or email it to you, on request. We may charge for our reasonable costs incurred in complying with your request.
1. Our practice will take reasonable steps to correct your personal information where it is not accurate or up to date. From time to time, we will ask you to verify that the personal information we hold about you is correct and current.
1. You may also request that we correct or update your information in writing, to practicemanager@lfmedicine.com.au. There is no fee for making corrections to your personal information.
How you can lodge a privacy-related complaint, and how it will be handled
We take complaints and concerns regarding privacy seriously. Please raise any privacy concerns — including any breach of the Australian Privacy Principles (APPs) or any registered binding APP code — in writing, addressed to:
Name and position: Practice Manager
Address: Lindfield Family Medicine, Suite 26/12 Tryon Road, Lindfield NSW 2070
Email: practicemanager@lfmedicine.com.au
We will acknowledge your complaint within three to five (3–5) business days and provide a response within thirty (30) business days.
If you are not satisfied with our response, you may also contact:
1. The Office of the Australian Information Commissioner (OAIC) — for complaints under the Privacy Act 1988 (Cth). Generally, the OAIC will require that you first give us the opportunity to respond before it will investigate. Visit www.oaic.gov.au or call 1300 363 992.
1. The NSW Privacy Commissioner, Information and Privacy Commission NSW (IPC NSW) — for complaints about your health information under the Health Records and Information Privacy Act 2002 (NSW). Visit www.ipc.nsw.gov.au or call 1800 472 679.
In certain circumstances — such as an intrusion upon your seclusion or a serious misuse of your personal information — you may also have the right to bring a claim under the statutory tort for serious invasions of privacy under the Privacy Act 1988 (Cth).
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